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Abstract

O ficial statistical agencies such as the Census Bureau and
the Bureau of Labor Statistics collect enornmous quantities of
mcrodata in statistical surveys. These data are valuable for
econom ¢ research and market and policy analysis. However, the
data cannot be released to the public because of confidentiality
commtnents to individual respondents. These conmm tnents, coupled
with the strong research demand for mcrodata, have led the
agencies to consider various proposals for releasing public use
m cr odat a.

Most  proposals for public use mcrodata call for the
devel opment of surrogate data that disguise the original data.
Thus, they involve the addition of neasurenent errors to the data.
In this paper, we exam ne disclosure issues and explore alternative
maski ng nethods for generating panels of useful econom c m crodata
whi ch can be released to researchers. Wile our analysis applies
to all confidential mcrodata, applications using the Census
Bureau's Longitudinal Research Data Base (LRD) are used for
illustrative purposes throughout the discussion.



. | NTRODUCTI ON

Most official economc data publications are based on
aggregations of mcrodata collected in statistical surveys of
i ndi vi dual respondents. These data are used by policy nakers,
researchers, and market anal ysts as econom c indicators, and as a
source of information for devel oping econom c policy and testing
econom ¢ theory. As useful as these aggregate data are, the
underlying mcrodata provide even nore valuable information for the
study of the econony. Many hypot heses concerning the nature of
production, technical change, and the interaction of individua
firnms can only be tested using detailed microdata.® Moreover, the
extent of aggregation bias can only be evaluated with the use of
m cr odat a. As a result, the demand for detailed mcrodata by
public and private research communities has been increasing.

Faced wth this, statistical agencies such as the Census
Bureau have sought ways to make mcrodata available to outside
researchers and policy makers without violating confidentiality
comm tnents to individual respondents. Aside from |l egal issues,
the confidentiality commtnent to respondents is of great concern
because statistical officials fear that |low rates of response to
statistical surveys will get lower if the released mcrodata reveal
confidential information about individual respondents.

Al'l maski ng techni ques create surrogate data by addi ng either
stochastic or systematic (or both) neasurenent errors to the data.

In turn, undoing or correcting for such errors can only be



acconplished within the context of specific econonetric nodels.
Put differently, evaluation of the effects of nmeasurenment error on
paraneter estimates depends on the nodel describing the
rel ati onshi ps anmong the variables associated with the unmasked
data. Thus, determ ning the useful ness of a public use data file
is essentially a problemin evaluating the effects of measurenent
error.

It woul d be convenient to have one public use file that could
provi de researchers with sufficient information to test hypotheses
and estimate nodels, while maintaining confidentiality protection
for respondents. Unfortunately, the masking techniques used to
preserve confidentiality limt the economc studies that can be
carried out with any particular public use data set. Thus, it is
extrenely unlikely that any single public use file will satisfy all
users. ldeally, it would be best to release many different files
to satisfy the needs of different researchers. But, this
conpl i cates discl osure anal ysis because the rel ease of a particul ar
public use file may nmake it possible to identify individual
respondents in another file, which by itself would not reveal
confidential information.

These issues are of clear inportance to econom sts. Yet, the
confidentiality issues are not w dely understood, and there has
been little research on the subject even within the statistica
comunity. In this paper we discuss disclosure issues in the

context of confidential economc mcrodata and we explore
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alternative nethods for generating useful public use mcrodata. W
al so provide a specific exanple of a determnistic transformation
whi ch generates nasked m crodata for estimating production function
and other econonetric nodels within the l|og-linear regression
framework as well as for use in total factor productivity (TFP)
anal ysi s. Unfortunately, the degree of disclosure protection
offered by this transformation is still an open question. Faced
with unresolved disclosure issues we conclude that special
"aggregate" tabulations in the formof variance-covariance matri xes
of fer researchers the best currently feasible nethod for obtaining
public use data which allows them to obtain good estimtes of

m cr oecononi ¢ nodel s.

1. PUBLIC USE DATA FI LES AND CONFI DENTI ALI TY

The Census Bureau collects mcrodata under the authority of
Title 13 United States Code which requires that all collected
information nust be kept confidential and used for statistica
anal yses only.? To protect confidentiality, Title 13 and the
di scl osure rules and regul ati ons of the Census Bureau prohibit the
rel ease of information that could be used to identify or closely
approximate data for individual establishnents or enterprises
But, anytine data are released there is some, however slight, risk
of confidentiality disclosure. Thus, Title 13 has two legitinmate
but conflicting objectives: pronote wi de use of the collected data

in statistical analyses, while maintaining the confidentiality of
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t he dat a. In practice the Census Bureau has taken disclosure
protection as a binding constraint and provided as much data to the
public as is possible within this constraint.

At one level, analysis of disclosure is straightforward.
G ven the data to be released and an accurate list of publicly
available information, one can either identify an individual
establishnment or not. Unfortunately, the process has sone el enents
of uncertainty. Uncertainty arises because outsiders trying to
uncover the identity of the individual entities use reverse
transformations and estimations which introduce probabilistic
el ements to the matching process and confidentiality disclosure
anal ysi s.?® Mor eover, the extent of outside information is never
perfectly known by the agency.

There is sinply no easy way to know exactly what information
is available to the public nor is there any easy way to eval uate
its quality or how well it can duplicate the data in the
confidential mcrodata file. Even if the agency had informati on on
the extent and nature of outside mcrodata files, it would have to
devote substantial resources to link outside data bases to the
potential public use file to test for disclosures. |In part, this

is
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because there exists an extrenely large stock of "publicly"
avail able informati on outside a particular federal agency. This
becones obvious when it is recognized that for purposes of
confidentiality analysis at the Census Bureau, the IRS, BLS and
ot her governnment agencies are outside users.

Moreover, it is inpossible for an agency that wants to rel ease a
public use mcrodata file to keep track of new outside files and
changes to existing ones. Finally, nmany publicly available data
files have imted availability and hence the exact contents of the

files woul d be unknown to the agency.*

CONFI DENTI ALI TY DI SCLOSURE AND SUMVARY STATI STI CS

The Census Bureau has wel | -defined procedures for eval uating
di sclosure in aggregate data tabul ations. To the best of our
know edge, the confidentiality disclosure rule for aggregate data
has been satisfactory for over 40 years. This policy is addressed
for summary statistics or aggregate data with the Census Bureau's
(n, k)-rule. For confidentiality reasons, the paraneters n and k
are not disclosed by the Bureau. In the rule n represents the
m ni mum nunber of units or respondents represented in the cell and
k is the maxi num percentage of the value of the cell. The (n, Kk)-
rul e has been discussed at |ength el sewhere but a sinple exanpl e of
how it operates is useful.?®

Table 1 provides a sinplified but typical establishnment data
panel fromthe Center for Econom c Studies' Longitudi nal Research

Data base (LRD).°® |If one wanted to release a table showi ng the
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size distribution of plants by shipnents in SIC 2011, then the (n,
k)-rule guides the choice of size classes which can be used to
di splay the data. Thus, for exanple the (n, k)-rule would allow
for cells of no less than n plants accounting for k percent of

total shipnents in any publicly avail abl e display.
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Table 1. Source Data for a Public Use File: An Exanple

MAJOR GROUP 20
GROUP 201
| ndustry 2011

Data From the LRD Panel Data fromthe Qutside File
IS IB IE K L E... C R&D PQ PK ... L°
Pl ant 1
1972 81 10 11 16 19 11 ... O 6 .815 832 ... 19
1973 85 11 15 19 21 13 ... 0 5 .819 841 ... 21
1985 150 9 12 25 26 18 ... O 9 1.350 1.450 26
Pl ant 2
1972 6 2 3 4 2 0...1 1 .801 829 ... 2
1973 9 3 2 5 2 0... 2 1 .809 838 ... 2
1985 12 4 2 9 7 0... 4 2 1.260 1.390 ... 7
Pl ant n
1972 82 13 15 51 13 0 ...21 2 .811 817 ... 3
1973 86 10 20 60 14 O ...24 3 .819 825 ... 4
1985 151 4 26 100 17 O ...30 6 1.270 1.310 ... 7

| ndustry 2012
Plant 1

| ndustry 2026

GROUP 203
| ndustry 2032

| ndustry 2037

GROUP 209

MAJOR GROUP 21

MAJOR GROUP 39

Definitions TS, IB, IE, K L, E, and C denote total shipnent, inventories at
begi nning and end of year, capital, |abor, electricity, and coal in the LRD
file, while R&, PQ PK, L' denote research and devel opnent (from the
Census/NFS R&D file), and output price index, capital service price index
(from the Bureau of Industrial Economcs, BLS), and labor (from a trade




associ ation.)
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CONFI DENTI ALI TY DI SCLOSURE AND M CRCDATA

While the Bureau has well-defined rules for sumary
statistics, precise criteria for evaluating disclosure risk in
econom ¢ mcrodata are not available. Wthout such criteria, the
extent of confidentiality protection provided by any type of nasked
data is always uncertain.’” Mreover, the problens involved in
econom c data are far nore pronounced than those found for
denographi ¢ data because of the nature of the data involved. The
dummy data in Table 1 have been constructed to highlight a nunber
of aspects of econom c mcrodata which nmake disclosure of useful
mcrodata difficult. W begin by focusing on two: uni queness of
particular information and the skewed size distribution of business
units. Because of these <characteristics wuse of expanded
classifications and sanpling procedures simlar to those used to
reduce disclosure risk for many denographi c surveys are not very
hel pful in devel opi ng econom c public use files.

Classification Criterion

I rrespective of the particular form in which data are
rel eased, one can gain sone confidentiality protection by expandi ng
the nunber of itens in the class. This can be acconplished by
reporting data, for exanple, at the
2-digit (or 3-digit) instead of the 4-digit SIC level of
classification detail. Nonet hel ess, nobst economic nodels are
specified based on certain assunptions about markets and the

conpetitive relationships anong the firns in the markets.
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Therefore, classification schemes at the level of markets are
generally better than the broader SICs typically used for the
Census Bureau's and other official statistical agenci es'
publications.?®

Sanpl i ng

In a simlar vein, given the |level of classification detail,
confidentiality protection can always be increased by releasing a
sanple of the data file rather than a conplete file. Use of
sanpling in this way will increase the variances of the estimates,
but with a sufficient sanple size, the precision of the estimates
shoul d be acceptable. Unfortunately, industries and markets are
characterized by snmall sanple sizes and extrenely skewed size
distributions. |In fact, as already nentioned, in sone instances
the distributions may be so skewed that only one establishment uses
a particular input or process.® For exanple in Table 1, only Pl ant
1 uses electricity (E) and all others in the industry use coal (C).
Thi s know edge which could often be ascertained by public users
woul d enabl e researchers to identify the electricity user's data.'°
Thus, in order to use sanpling as a technique for increasing
confidentiality protection, one would have to expand the plants
included in the sanpling frame beyond the 4-digit SIC level. This
suggests that fromthe standpoint of data useful ness, sanple public

use files have limted applicability.

CONFI DENTI ALI TY AND THE COMPCSI TI ON OF THE PUBLI C USE DATA FI LE
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We have referred at various points to a public use m crodata
file. Before proceeding, it is inportant to exam ne the issue of
what data itens are to be included in the public use data file. 1In
sonme respects this represents the nost difficult issue in creating
a public use file. It is also an issue which, to our know edge,
has not been addressed explicitly by previous studies.

Most mcrodata files contain data for a |arge nunber of
vari abl es. For exanple, the LRD contains data for nore than 80
reported variables. To conduct econonetric analysis, researchers
usual |y nust generate certain constructed variables using two or
nore reported variables. As an exanple, consider output which is
conventional ly defined as

Qutput = (total shipnents) + (finished goods inventory at the

begi nning of year) - (finished goods inventory at the end of

year) + (goods-in process inventory at beginning of year) -

(goods-in-process at the end of year).
In this exanple output is the constructed variable, whereas
inventories and total shipnments are the reported variables. Does
one mask the reported or constructed variabl es? I f inportant
rel ati onshi ps anong the variables in the original data file are to
be preserved, the constructed variable nust be devel oped before
masking. |f one masks the data on total shipnents and inventories
before constructing the output series, the output variable in the
public use file will not generally provide the same regression

estimates as those obtained fromthe original data.

A simlar difficult and inportant issue is what to do about
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constructed variables that involve data from outside sources. As
an exanpl e, when using LRD data to construct the service price of
capital input, researchers need sone outside data because the
vari abl es needed to construct it are not all available in the LRD
| f the Census Bureau constructs with outside data a new variabl e
not currently in the LRD, disguises it, and then releases it
together with disguised data fromthe LRD file, confidentiality may
be viol at ed. Qutside researchers can possibly use data from
outside sources and the released transformed data to perform a
reverse transformation which can help identify individua
establishnents in the original LRD file. If, however, the
devel opment of the constructed variable requires data from the
original file and an outside file, disclosure risk is likely to be
small if the constructed variable is based on nultiple variables
not included in the public use file. Also, if there is a series
froman outside file that duplicates the data on a variable in the
LRD file, then transform ng and releasing this variable in a public
use file would violate confidentiality. For exanple, in Table 1
the L series (in the LRD panel) and the L' series (in the outside
file) are identical. If one transfornms L and reports it in a
public use file, then with L' available in an outside file, the
researcher can successfully perform a reverse transformati on and
hence identify individual establishnents in the public use file.

Thus, it is inportant to keep in mnd that the data to be

transformed nust be carefully specified before any transformations
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are undertaken. Moreover, inclusion of data from outside sources
in the public use file can only be undertaken with extrene care.
Finally, the choice of variables to be included in the public use
file is part of the general problem of deciding on what aspects of
the original file should be preserved in the surrogate public use
file. As with the characteristics of the transformati ons di scussed
bel ow, both the wusefulness of the public use file and its

di scl osure ri sk nust be consi der ed.

111,  TECHNI QUES FOR CREATI NG PUBLI C USE FI LES

Proposal s for creating public use mcrodata files by masking
the original data can be broadly classified into two categories:
tabul ations or summary statistics and transfornmations of the
original mcrodata which preserve the individual data unit. I n
assessing specific proposals within each category of nmasking
t echni que, consideration of the useful ness of the transforned data
must be wei ghed against the possibility of disclosure. In this
section, we focus on utility issues. But, the reader should keep
in mnd that well defined disclosure criteria for mcrodata have

not yet been devel oped.

EVALUATI NG THE UTILITY OF PUBLI C USE DATA FI LE
In the previous section, we focused on the properties of
econom c mcrodata as they related to disclosure. Here we try to

be nore specific about the general characteristics of the original
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m crodata file that the public use data file should preserve
Al though it is unlikely that a public use data file will satisfy
all users, there are at |east three characteristics which a public
use data file shoul d possess.

First, because nost enpirical econonm c studies apply data to
estimate the paraneters of certain econonetric nodels, we think it
is nost inportant that a public use data file should be capabl e of
generating the sane paraneter estinmates as those obtained fromthe
original data. Consider the general production nodel

Y = F(X, Xoo ovoy Xeo By, By ool., B,
where Y denotes output and X denotes the ith input, and the Bs are
t he nodel paraneters to be estimated. Wth nmasked data the nodel
becones

Y = F(Xy, X oony X By By oo, R,
where Y = f'(Y,ul), X = f(Xu;1l), uis a randomnoise, 1 is a
transformati on paraneter; and R's are the nodel paraneters
associ ated with the nmasked variables Xs.

In general, data masking will introduce stochastic and/or
systemati c neasurenent errors in variables that may | ead to serious
bi ases in nodel paraneter estinates. Thus, ideally, the data
shoul d be masked in such a way that they can yield nodel paraneter
estimates that have the sane properties as the original. Wile one
can think of various possible relationships between BA* and BA , Wwe
enphasi ze BA* = BA t hroughout the remai nder of the paper.

Second, it is inportant for outside researchers to be able to
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link surrogate data with data available from outside sources for
econom ¢ anal yses because it is unlikely that any single file can
provide all information needed for different studies. Third, an
i deal public use data file should enable users to work with subsets
of the public use panel. There are several aspects to this point.
Researchers wll often seek to edit out certain observations
because they nmay, for exanple, represent outliers from the
st andpoint of the particul ar hypotheses under consideration. An
i nportant aspect of this issue is edit analysis. Typically, all
m crodata are subject to nmeasurenent errors. Moreover, the errors
may often be |arge because the collection process is geared to
produci ng aggregate statistics, and thus edits and i nputations for
the wunderlying observations are often neglected. Simlarly,
subsets of the data file are often examned to test for the
stability of paraneter estimates. Mreover, researchers wll want
to exam ne different dinensions of the data (e.g., panels, tine-
series, cross-sections).

Finally, it is useful to have a surrogate file which can
easily be expanded to include data fromnew periods and industries.
As we show below, the ability of a proposed public use file to

acconmodat e users in these regards is extrenely inportant.

TABULATI ONS OR SUWMARY STATI STICS AS A PUBLI C USE FI LE

Dat a G oupi ng

This approach involves tabulating average data values of
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simlar establishnments grouped according to one or nore criterion
variables. |In the nost prom nent exanple of this approach, Govon
and Waite (1985) suggest ranking establishnents according to their
val ues of shipnents. Goups of establishnents of size mwould then
be chosen fromthe ranked list of p x mestablishnments wth p size
cl asses, each contains msimlar establishnments needed to satisfy
the (n, k)-rule for the rel ease of summary data. The (n, k)-rule
woul d be applied to each cell of the table where each cell contains
t he average val ue of the variable for those establishnents in the
group. Thus the resulting public use data file will contain p (or
| ess) data points (averages) for each variable in the origina
file.

Thi s approach has two maj or advantages: it is easy to devel op
because it represents a sinple sort and retabulation of the
m crodata that the Census Bureau uses regularly as the basis of
publ i shed reports. More inportant, it takes the disclosure
criteria into account directly in the calculation of the data.

Wile there are many possible variations to the specific
proposal suggested by Govoni and Wiite, each has the sane
fundamental problem the linking of simlar establishnments is only
valid with respect to criterion variables. For exanple, from Tabl e
1 we see that Plant 1 and Plant n produce approxi mately the sanme
anmpunt of output (neasured in total values of shipnent, TS);
however, they use different conbinations of inputs. In particular,

Plant 1 uses exclusively electricity (E) as its energy input, while
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Plant n uses coal (c). Wth the data grouping approach and usi ng
total shipnents as the criterion variable, one would put the two
plants in the sane group. Clearly, this procedure is only valid
with respect to total values of shipnents, but not valid wth
respect to electricity and coal because the resulting data will not
reflect the exclusive use of energy inputs of the two plants. Thus
for the variables other than the criterion variables, data grouping
woul d i ntroduce serious neasurenent errors in variables, leading to
i nconsi stent nodel paraneter estimates. This fundanmental objection
is valid for all tabulations and is one of the primry reasons
researchers desire mcrodata files. In this regard the variance-
covariance approach to which we now turn is a major inprovenent
over the data grouping approach because it can provide the sane
regression estimtes as those estimated using the original
m cr odat a.

The Vari ance-Covari ance Matri x

Thi s approach invol ves tabul ati ng the variances, covari ances,
and nmeans of the original mcrodata. The advantage of this
approach is that OLS estimates of both the intercept and sl ope-
coefficients can be obtained directly from the public use data
file. Al so, the variance of the error term and thus other test-
statistics can be obtained fromthe information in the file.** This
can be easily seen by noting that ordinary |east squares (QOLS)
coefficients of a linear regression nodel

Y ="+ RX + , ,
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can be estimated by conputing

RN = cov (Y,
T oovar (X))
and
"y - R'X

The key point to recognize is that the variance-covariance
approach provides OLS estimates, which are identical to those
obtai ned fromthe original mcrodata, but involves a tabul ation of
summary statistics (i. e., variances, covariance, and neans) wth
little risk of disclosure. |In fact, the Census Bureau has already
rel eased an experinmental variance-covariance file which was
satisfactory for two mcroeconomcs studies within a single-
equation linear regression framework (see Giliches and Hall, 1982,
and Giliches, 1986). But, the variance-covariance approach neans
that the researcher cannot obtain correct regression estinates for
different subsets of the data file (for exanple, tinme-series data
only) because the released statistics are conputed using the data
from the whole data set. Furthernore, if the researcher is
concerned about problens such as m ssing data, outliers, industry
and firmeffects or the like, then multiple public use files wll
be needed for their research.®® Thus the major disadvantage of this
approach is that the agency eventually has to release an
unreasonably | arge nunber of matrices because different users wll
require different matrices. Mor eover, even the sane user nmay
require different matrices for hypothesis testing.'* Al so, as noted

earlier, multiple public use files conplicates the disclosure
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anal ysis. The above shortcom ngs of both types of tabul ation of
summary statistics have |led researchers to propose specific data
transformati ons as techniques for creating public use files which

mrror the original mcrodata.

M CRODATA SURROGATE FI LES

Transformati on techniques to create public use mcrodata files
can be broadly classified into two categories which we distinguish
according to whether the error introduced into each variable is
stochastic or determnistic. Each of these nethods has sonme nerit;
but, each is also subject tolimtations with respect to the types
of economc research it will support. Moreover, these nethods are
not perfect substitutes in terns of disclosure protection.

St ochasti c Transf ormati ons

These techniques involve masking confidential data by
transform ng the original data into surrogate data by introducing
random noise.'® The sinplest stochastic transformation is the
addition of randomnoise to the original data. Such a schene can
be witten as

X=X+
where X*;, and X, denote the transforned and origi nal variables and
U, i's a random noi se i ndependently distributed with nean zero and
vari ance Fﬂz. Wthin the context of the sinple regression nodel,

X ="+ BX +,

estimated on the basis of surrogate file
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X*Z - TR + B*x*l + ’*.

the estimated sl ope coefficient

var (X;) + var (ul)’

i s biased because of the var(u,;) in the denom nator. However, if
the var(u,) is provided within the file, then BA can be obtai ned
from BAﬂ Unfortunately, work by Paass (1985) based on re-
identification experinents using discrimnant anal ysis showed t hat
adding random noise to the original data did not provide an
acceptabl e | evel of disclosure risk in situations where the noise
was small enough to preserve reasonably efficient estimates of
rel ati onshi ps anong the variables in the original file.

In the light of Paass' finding, a proposal to use a nodified
version of the additive random noi se schene was nade in an attenpt
to provide nore confidentiality protection.'® Basically, this
schenme focuses on inposing certain constraints on the variances and
covari ances of the random noise terns such that these statistics
are equal or proportional to those found in the original variables.
The advantage of the constrained random noi se technique is that it
can generate masked data that provide the sane OLS estinmates
(including the intercept) as with the original data.! This result
is in contrast to the biased estimtes obtained from use of the
sinpl e additive random noi se schene.® However, the constrained

random noi se approach is subject to inportant limtations. These
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limtations have been discussed at length in MGuckin and Nguyen
(1988), but it would be helpful to nention here two particul ar
shortcom ngs of this approach

First, inposing restrictions on the variance-covariance matrix
of the random noise will severely constrain the flexibility of the
researcher to partition the public use file into useful subsets.
For instance, if the public use file includes pooled tinme-series
cross-sectional data as shown in Table 1, researchers cannot use
either time-series or cross-sectional subsets of the panel al one.
Simlarly, researchers cannot suppress outliers due to erroneous
responses or the like. Either of these actions will violate the
vari ance-covari ance restrictions built into the masked data, and
hence will yield paraneter estimates that do not reflect those
obtained fromthe original data.?®

Second, adding any random noise to the original data wll
distort the original variables and therefore the transforned data
cannot be used to create new variables such as first differences,
growmth rates, and total factor productivity growh. Thus, as wth
the sinple random noise schene, the constrained random noise
approach will rule out productivity analyses and other studies
using first differences or rates of change.? These findings
provi de a good reason to exam ne mcrodata public use files based
on determnistic transformations.

Determ ni stic Transformati ons

There are nunerous potential determnistic transformtions
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that could be used. But, the class of useful transformations is
much smaller. Here we discuss a particular determnistic
transformation possible for use with |og-linear nodels, and sone of
its variants. The transformation di sguises the original data using

X* = Mxt
where M > 0 and 1 > 0. %

In general this schene introduces systematic mneasurenent
errors in variables through the paraneters M and 1. However, in
the log-linear regression nodel, this transformation provides the
sane paraneter estimates as with the original data.? Consider the
w dely used | og-linear two-factor production function,

Log(Y) = " + BJog(K) + Blog(L) + ,,
where Y, K, and L denote output, capital, and |abor, while B3, and
3, are the respective output elasticities to be estinmated.
Appl yi ng the masked data, the nodel becones

Log(Y) =" + Bl og(K) + B log(L") + ,,
where Y = MY, K = MK} and L* = ML. Wth sonme algebraic

mani pul ations, it is easy to show that

1% var (X
where i = k,I.

Choi ce of Transformati on Paraneters

The above determnistic transfornmation form includes two
transformati on paraneters, M and 1, to reduce disclosure risk.

However, it is inportant to point out that there is a trade-off
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bet ween di sclosure protection and data utility in the choice of
ways in which the transfornmation paraneters are specified.

The paraneter M is included to hel p disguise the |level of the
origi nal data. The value of this paraneter should vary across
establ i shnents for disclosure protection. For exanple, if large
values of M are assigned to snmall establishnents (and vice versa),
then notably large (or small) establishnments cannot be identified
by their sizes.

The paraneter 1 is included to disguise the first-order rates
of change of the original data, but the way in which it is chosen
defines the nature of the transformation schene. Thus, depending
on the choice of 1 the nonlinear schene reduces to sinple
exponential, multiplicative or ratio transformati on. One form of
this transformation is of particular interest. |If 1 is set equal
to 1, then the transformation ratio reduces to

X = MX .

This is a ratio transformati on schene which was first proposed by
Giliches (1985), and supported wi th suggested nodifications by
Monahan (1986).

The rati o approach has generated sone user interest but there
are several versions of it, depending on whether the parameter M
is "predeterm ned" or randomly chosen, and whether it is fixed or
varies across all establishments and over tine. If Mis fixed over
time and varies across establishnents, then the surrogate file wll

yield correct estimates for certain tine-series regression nodels,
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but generally wll not yield correct estimtes for cross-section
model s and hence pooled tinme-series cross-sectional nodels. An
exanple of this ratio schene is provided by Giliches (1985). As
part of his proposal, Giliches suggested expressing all LRD data
on a per-enployee in 1977 basis (i.e., M = 1/E 147). Monahan
(1986) also suggested a simlar schene, but allowed outside
researchers to pick any variable in the LRD file as the denom nator
of the ratio.

The advantage of Giliches' and Monahan's approach is that it
provi des disclosure protection by allowing M to vary across
establishnments while preserving the tine series structure of the
file in a formcapable of handling TFP anal ysis. However, because
the data for each establishnment in the ratio file are divided by a
constant, the rates of change of ratio data are identical to those
of original data. Thus, unless there are many establishnments of
the same size within a given product class, outside researchers may
be able to identify individual establishnents if they can obtain
data on one or nore variables in a file from outside sources.®

A variant of Giliches' ratio approach is to assign
“predeterm ned" values to M which vary across establishnments and
over tinme. For exanple, for each establishnment, dividing each
series of variables by the enploynent series (i.e., M, = 1/E,).
W refer to E, as "predeterm ned" values of M because once the
series E is chosen, the M;, is determi ned by E,. The advantage of

the "predetermned" ratio formis that it allows M to vary over
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time and across establishnents for confidentiality protection while
all om ng outside researchers to use the panel data based on this
scheme to conduct production and total productivity analysis.
Unfortunately, because M varies through tine, the growth rates of
the transforned data differ fromthose of the original data. Thus,
the gromh rates of the transforned output and input data are not
useful for TFP analysis unless one is wlling to accept the
constant returns to scale hypothesis. Simlarly, the resulting
transfornmed data are not valid for estimating non-constant returns

to scal e production functions.

Sunmmary of Fi ndi ngs

Tabl e 2 sunmari zes the various maski ng schenes based on their
capacities to provide correct paraneter estimtes (i.e., the sane
as with the original data) for four common single-equation
econonetric nodels. Turning initially to the random noise
transformations, we see that if the variance of the noise is
rel eased along with transfornmed data both the sinple random noi se
nmet hod and the constrai ned techni que provide correct estimtes for
all the nodel s.?

The vari ance-covariance matrix is a far better possibility for
a public use file than either random noi se approach. As shown in
Table 2, estimates of econom c nodels based on the underlying
m crodata can be obtained from the variance-covariance file.

Moreover, as discussed earlier, the variance-covari ance approach
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provides nore disclosure protection than the random noise
t echni ques because variances, covariances and neans are sunmary
statistics. However, as with the constrai ned random noi se public
use file, the variance-covariance file does not provide researchers
with flexibility in choosing subsets fromthe public use panel data
file. This is not true of the sinple random schene which all ows
subsets, but does not appear to be disclosure free. These findings
provi de a good reason to exam ne public use mcrodata files based
on determnistic transformations.

As with the random noi se and vari ance-covari ance schenes, the
generalized and ratio determnistic transformation techni ques both
provi de correct estimators for the log-linear production nodel if
the M and 1 are constant.? Both deterministic approaches are able
to provide useful neasures of TFP fromthe transforned data with
appropriate adjustnent for 1. This contrasts with the random noi se
approaches and the variance-covari ance approach. Unless the TFP
nmodel is estimated by the Census Bureau prior to rel ease, these
| atter approaches cannot be used for TFP anal ysis.

As noted at the beginning of the section, in conparison with
the constrained random noise transformation and the variance-
covariance approach, a mmjor advantage of the determnistic
transformations is that they provide researchers with flexibility
in using different subsets (both tine-series and cross-sectional
data) in their studies. Simlarly, unlike the constrained random

noi se and vari ance-covari ance approaches, determ nistic surrogate
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data files can be updated annually or expanded cross-sectionally

w t hout reconstructing the entire surrogate file.

I'V. CONCLUDI NG REMARKS

In this paper, we addressed sone inportant issues concerning
confidentiality of mcrodata collected by official statistical
agencies, and explored alternative data nasking nethods for
constructing public use mcrodata files. Wile we outlined
confidentiality issues, we did not attenpt to carry out fornmal
tests for risk of disclosure of confidential information. |nstead,
our focus was on the wusefulness of the various data masking
techniques in providing correct estimators for a particular class
of single-equation econonetric nodels. Qur analysis indicates that
it is extrenely unlikely that any single public use file wll
satisfy all users.

Between the stochastic and determ nistic transfornations,
there are good reasons for further research focusing on
determnistic transformation techniques. A determnistic
transformation such as the generalized transformation schene
proposed here may be able to provide a mcrodata file from which
econom ¢ nodel s can be estimated and which has the flexibility to
al l ow researchers to use subsets of the data without the risk of
di scl osure associated with the sinple random noise approach.
Moreover, the determnistic approaches provide in a sinple
transformation, the possibility for estimating single equation

production and TFP nodel s.
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A surprising conclusion of this analysis is that the variance-
covari ance approach is the nost likely to offer inmedi ate benefit
since it provides correct regression estimtes and can be easily
obtained with little risk of disclosure. Whil e the variance-
covari ance approach has many advantages, it limts the researcher
to |linear nodels. For exanple, if the nodel is linear in the
original variables then the variances and covari ances contained in
the matrix nust be calculated using data in |level form However,
if the mdel is a log-linear nodel, then the data nust be
transformed into logarithns before conputation of the variance and
covariance matrix. Finally, a public use file based on this nethod
cannot be used to create new variables such as growh rates of
outputs or total factor productivity. This |ast property is very
restrictive because it neans that all inputations, data editing and
rel ated work nust be done by the agency before release of the file.

The rel ease of useful and disclosure free public use mcrodata
files for enpirical studies is inportant for both official
statistical agencies and interested data users. Unfortunately, the
issue is extrenely conplicated and requires nuch nore research
Admttedly, in this exploratory paper we do not provide any
solution that can satisfy all the needs of the many researchers;
but we hope the paper has given sufficient notivations for further
research. In this regard, it is extrenely inportant to devel op
precise criteria for evaluating disclosure risk. Wt hout such
criteria, evaluating a mcrodata public use file in terns of

di sclosure is al nost inpossible. But, we enphasize that disclosure
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free files are not enough. Such files nust be useful and we think
t he best hope for developing a public use file lies in focusing
research on surrogate data files which allow researchers to

estimate conmon econoni ¢ nodel s.
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Table 2. a
A Conmparison of Conpeting Transformation Schenes
in Terms of Providing Correct Estimates for
Particul ar Econonetric Models

Schenes Econonmic Relations or Econonetric Mdel in the Original Data
Li near Log-linear Production Model Gowh in TFP Mdel s Non-1inear Quadratic Model
Y=""+ B X, + B,X InY = ™ + BInX, + BInX, TFP = 1n(Y;/Y-1) - Ewln(X X 1) InY =" + Bl nX + Bl nX)2

St ochastic

Si npl e*? Yes? Yes®® No Yes®®
Constr ai ned Yes Yes® No Yes®
Non- St ochasti c

General i zed® No Yes Yes® Yes®
Rat i o® Yes® Yes® Yes® Yes®
Aggr egat e

Var / cov Yes Yes® No Yes®
Dat a gr oupi ng No No No No

8No, if the variance of the error termis not rel eased.

®°No, if the appropriate transformations to the original variables cannot be done before the file is masked.

‘Yes, for the linear if "a" is constant over time and establishnents. Yes for the log-linear, if "a" is constant over
tine. Al so, yes for the log-linear if "a" varies over time and across establishments and if constant returns to scale
is applied (i.e., B, = 1-R)).

91f "a" is constant across establishnments and time it is equivalent to the generalized transformation. If "a" is fixed
over time, then yes because the cross-sectional variation is not relevant in TFP construction. Yes, if constant
returns to scale. If b =1, then will get an unbiased estimate of TFP, and with b £# 1, estimated TFP i s bi ased but

can be used in regression anslysis (See Appendix A. 3).

¢® This technique all ows use of subsanples of the surrogate file.
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Table 2. b
A Conparison of Conpeting Transformation Schenes
in Ternms of Satisfying Major Properties
of Useful Surrogate Econonmic Data Files

Properties of Useful Mcro Surrogate Files

Tr ansf or mati on

Schenes
Pr ovi de Corr ect Pr ovi de Corr ect Ohtai n Correct
Esti mates for Log Linear Esti mates for Measures of Gowh or TFP
Regr essi on Model s? Subsets of Data File for Mcro Econonic Units*¢
St ochasti c
Si npl e Yes® Yes® No
Constr ai ned Yes No No
Non- St ochasti c
CGeneral i zed Yes Yes Yes
Rati o Yes Yes Yes
Aggr egat e
Var - cov Yes No No
Dat a groupi ng No No No

®See Table la for details. Throughout this table, we assune that the variables are in |ogarithns.
bl f the variance of the noise is rel eased.

‘Each schene will enable the researcher to obtain correct estimtes for regressions involving |inear
transformati on of surrogate variables except for the m cro-aggregati on approach.
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